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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Motivation: Differential Privacy

m Differential Privacy (Cythia Dwork): “Privacy comes from
randomization”

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions

Motivation: k-anonymity

Dempster-Shafer Theory of Evidence Differential Privacy

k-anonymity (Latanya Sweeney): the information for each
person contained in the release cannot be distinguished from
at least kK — 1 individuals whose information also appear in the

release.
. A 3-anonymous patient table
Homogeneity attack ymous p
Zipcode | Age Disease
Bob —
476** | 2* | Heart Disease
Zipcode | Age w" 476** | 2* | Heart Disease
47678 |27 | 476*% | 2% | Heart Disease )
4790% | 240 Flu
Background knowledge attack | 790" | 240 | Heart Discase
4790% | 240 Cancer
Carl [ 476** | 3* | Heart Disease )
Zipcode | Age §£ 6% | ¥ | Cancer
47673 | 36 476** | 3* Cancer
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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Motivation: what is the benefits of imprecision in
privacy-preserving?

m Our work: Privacy comes from randomization +
imprecision

probability Space . yu1tivalued mapping = evidence space

(e, Pr) (Q,m)

Imprecision
IF
M

Differential Privacy + k-Anonymoty =  2?9?

+ Mary
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Let Q be a frame of discernment and A = 29 be the Boolean
algebra of events. A mass assignment (or mass function) is a

mapping m : A — [0, 1] satisfying > ,_, m(A) = 1. A mass
function m is called normal if m(()) = 0.




Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Belief functions

Definition

Let Q be a frame of discernment and A = 2% be the Boolean
algebra of events. A mass assignment (or mass function) is a
mapping m : A — [0, 1] satisfying >, , m(A) = 1. A mass

function m is called normal if m(()) = 0.

A belief function is a function bel : A — [0, 1] satisfying the
following conditions:

bel(0) = 0;

bel(2) = 1; and

bel(U_y A)) > Ypsicqr... my(—1)1T1bel(Nie/ A7) where
A€ Aforallie{l,---, n}.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Equivalent Characterizations

Theorem

A mapping f : A — [0,1] is a belief function if and only if its
Mobius transform is a mass assignment.

In other words,

m if m: A — [0,1] is a mass assignment, then it determines
a belief function bel : A — [0, 1] as follows:

bel(A) = > gcam(B) forall Aec A
m Moreover, given a belief function bel, we can obtain its
corresponding mass function m as follows:

m(A) = > pca(—1)"\Elbel(B) for all A € A.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Interpretations

Plausibility function p/ can be defined as
pl(A) :=1— bel(Q2\ A)

m bel(A) measures the degree to which the evidence
supports A,

m p/(A) is the upper bound on the degree of support that
could be assigned to A if more specific information
became available

m m(A) measures the belief that an agent commits exactly
to A, not the total belief bel(A) that an agent commits
to A.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions

Belief function vs probability function

Dempster-Shafer Theory of Evidence Differential Privacy

Let Q := {a, b, c} be a frame.

mass function

probability function

{a b c}
_ 0. 1
{a‘b}\ . {,QAC\}O.l / {/b;‘ 00}.1
@ ) \{g}* {c ) 12 1/4  1/4
0157, (02 _.-7015 @ o @
\ww -
0

Zhou

Belief functions




Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Example

m A murder has been committed. There are three suspects
Q = {John, Mary, Peter}.

m A witness saw the murderer going away in the darkness
and he can only assert that it was a man. However, we
know that the witness is drunk 20% of the time time.

This piece of evidence can be represented by the following
mass function:

m({John, Peter}) = 0.8, m({Q2}) = 0.2.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Represented as a Dempster model

The mass function m arises from the following Dempster
model:

m a probability space (©, Pr) where © = {drunk, sober}
and Pr(drunk) = 0.2;

m a multivalued mapping I' : © — Q is illustrated as follows:

(6, Pr) (Q,m)

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Two Goals in Data Analysis: Individual Privacy
and Population Utility

Individuals Researchers
Individual . __ | Population summary:
Privacy: Income, i--———--' United States™ | « quenes poverty ratio

X——{Census

: Buress | answers

1. Utility: release group statistics
2. Privacy: Hide individual Information

lUtiIity Privac?f

Zhou Belief functions




Background Knowledge Differential Privacy for Belief Functions

Dempster-Shafer Theory of Evidence Differential Privacy

Impossible Task: Perfect Privacy + Utility

* Fundamental Law of Information Reconstruction

(Dwork and Roth 2014): “Overly accurate estimate of
too many statistics is blatantly non-private”.

accuracy

m Privacly

!

Zhou Belief functions




Background Knowledge Differential Privacy for Belief Functions

Dempster-Shafer Theory of Evidence Differential Privacy
Reconstruction attack (Dinur and Nissm 03)
fi(X) olz) - pi(za) 51
felX) oez) o olz) || s,
Input: a set of query vectors Fy, ..., Fy € {0,1}" and a set of answers ay,
Output: a vector of secrets 5 € {0,1}"

coap €R
Return § € {0, 1}" that minimizes the quantity max;cx) |Fi - § - i

Theorem 2.4 ([DN03]). Ifall queries have error at most an, then the reconstruction error (the number of
entries on which § and s disagree) is at most 4an.

Given answers to all these queries that are accurate to within 1%, we can
recover the secret vector s that is correct for at least 95%.

Zhou
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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Preview of Differential Privacy

enaugh privacy - | not too accurate estimates ‘ ‘ not too many statistics |

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Intuition behind Differential Privacy

I datasets x and x’ are neighbouring | | Randomized algorithm. A1 X' — 4 (Y) |

A A(x) A AK) |
random mnﬁom
bits bits

s *
* A thought experiment X E

» Change one person’s data (or add or remove them)

» Will the probabilities of outcomes change? | Forany setof
outcomes,
(e.g. | get denied
‘| health insurance)
about the same
probability in
both worlds

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions

Definition of Differential Privacy

Dempster-Shafer Theory of Evidence Differential Privacy

* Arandomized algorithm A: X — A(Y) is called e-
differentially private if, for all output y,

PriA(x) =]
MAXy x' neighbouring | In

<
Plac] | = ¢
W

Privacy budget
| privacy loss on outputy |

When ¢ is smaller, the privacy-preserving is better

Zhou
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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Differential Privacy: Postprocessing

* If randomized algorithm A: X = A(Y) is e-differentially
private and f: ¥ — A(Z) is a random mapping from Y to
Z,then f o A: X - A(Z) is e-Differentially private.

“A data analyst, without additional knowledge about the private database, cannot compute
a function of the output of a private algorithm M and make it less differentially private”

postprocessing

f 2,
—

Zhou Belief functions
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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Differential Privacy: Composition

« If A;:X > A(Y) is g;-differentially private, then A™: X -
A(Y)™ defined by A™(x)= (A1 (x), -, A, (x)) is Xe;-
differentially private.

r==-"|-============== ]

EAJ A;

Good news) Itis important to construct more sophisticated privacy mechanisms.
(Bad news) When we compose more, the strength of the privacy guarantee degrade.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Approximate DP: (e, 9)-DP

* Arandomized algorithm A: X — A(Y) is (¢, 6)-DP if, for
any neighbouring datasets x an x’, and any observation
E<Y,PrlA(x) € E| <e®Pr|A(x") € E] + 6.

| 8 is of the magnitude 10~° |

A@?C

|
ALY "
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Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

Warner's Mechanism: Distribution Estimation
Problem

» Step 1: The percentage of the population has the
sensitive property is

 Step 2: Sample nindividuals from the population and
present them with the Warner’s mechanism to protect
their privacy.

* Step 3: Collect the noisy responses and apply the MLE.

‘ 1 1
—(r—3)’+3 , Ao i

n n

Var[z] =

where p is the property of answering truthfully

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

f-Diferential Privacy: Hypothesis-testing

f-differential privacy: this talk (¢,0)-differential privacy: Dwork et al

¢ Interpreting privacy via hypothesis | @ Interpreting privacy via hypothesis
testing testing

* Privacy measure: type | and Il errors | e Privacy measure: worst-case
trade-off likelihood ratio

* Privacy functional parameter: ¢ Privacy parameters:
£:0,1=0,1] €20,0<8<1

¢ How to achieve: adding Gaussian ¢ How to achieve: adding Laplace
noise noise

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

f-Diferential Privacy: Hypothesis-testing (cont.)

Hy:P vs Hy:Q J

For rejection rule ¢ € [0, 1], denote by o, = Ep[¢)] (type | error), and
By =1—Eg[¢] (type Il error)

For two probability distributions P and (), define the trade-off function
T(P.Q):[0,1] = [0,1] as

T(P,Q)() =1nf {fy : oy < a}

¢ The Neyman-Pearson lemma
* Function f is trade-off if and only if f is convex, continuous,

iht‘)u Belief fu nctions‘



Background Knowledge Differential Privacy for Belief Functions = Dempster-Shafer Theory of Evidence Differential Privacy

f-Diferential Privacy: Definition

A (randomized) algorithm M is said to be f-differentially private if

T(M(S),M(5) > f
for all neighboring datasets S and 5’

oo _ [f-1e0
) i Answer 1 _ !
S . . 1 Randomized Answer 2 ./
-.- g ’ | Algorithm )
. - Answer n ’.i
g ' [} - | Answer 1
e — R e
Answer n
M(S")

Zhou Belief functions



(e,0)-DP requires that for any (measurable) event £

P(M(S) € E) <e*P(M(S) € E)+4d

Proposition (Wasserman and Zhou "10)

DA



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

It is natural to study DP for belief functions!

probability Space o yu1iivalued mapping = evidence space

(Q,m)

(@, Pr)

Imprecision

r

Differential Privacy + k—-Anonymoty = 2990?
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Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Evidential Privacy Mechanism

Let X = {x1, -, xx} be a private source of information and
Y = {1, ,y} be an output alphabet.
m Q is called an evidential privacy mechanism if each row of
the matrix @ is a mass function on Y
m In other words, each evidential privacy mechanism @
maps X = x to Y € E with Q(x) which can be
represented by a mass mQ(E) (belief bel?(E) or
plausibility p/?(E))

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Total Belief Theorem (Smets1994, Zhou&Cuzzolin
2017)

—
For each x € X, bel®(E) can be identified with (be/?)X*Y

and bel® = D,cx(bel?)**Y. Let m* be a prior mass function
on X. So we obtain a total mass function m**Y over X x Y
as mxY = mXT(XxY) D mQ.
bel*Y |x= belX, i.e., the marginal of the total belief
function on X is the prior belief function on X;

The conditional total belief functions on individual input
x (equivalently {x} x Y') according to both Dempster’s
rule and geometric rule of conditioning are the same as
the output belief function bel® associated with the input

x in the privacy mechanism @, i.e., for each x € X,
belY (-|{x}) = bel? and bel) (-|{x}) = bel?.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

An Uncertainty Framework for DP: Uncertainty
Factor

m Let the adversary's prior uncertainty be represented with a
set function U, which may be a mass, belief or plausibility
function, and his posterior uncertainty after observing
event E C Y be represented by another set function U,

m the adversary's uncertainty change can be formulated as
the following Fy ¢ called uncertainty factor for the two
inputs x and x’

FU’,U(XaX/) = v(x) (21)
U(x")

The denominator corresponds to the initial betting odds
for x vs. x’ before the observation. And the numerator is
the betting odds afterwards.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

DP in terms of evidential factors

DP has a very natural interpretation in terms of evidential
factor when the updating in the factor here is on the
geometric rule of conditioning. Indeed,

mQ(E)  my(x|E)/mF(X'|E)

mQ(E)  mX(x)/mX(x) (2.2)
= F(mX(-|E), m™)(x, )
<e€

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Bayesian Data and Evidential Mechanism

If belX is Bayesian, belX = p/X and all of focal elements in £X
are singletons. All of ¢, ¢! and €™-DPs have a natural
semantics as evidential factor with Dempster’s rule of
conditioning on observations on the output space Y. In other
words, for any x € X and E C Y,

belX(x|E) _ Secem (x)mI(E') _ belX(x) bel®(E)

belS(X'|E) — Terce mX(<)mG(E") — belX(<) belG(E)’

PIEIE) _ Serne M Im2(E) _ piX(x) pI(E) and
PIXONE) T Spinpse m<()mS(EY) — PIX(X) pIS(E)’
mX(XIE)  mX(x)mQ(E) _ mX(x) m@(E)

my(xX'|E) — mX(x)mS(E") — mX(x) mS(E)"

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Shafer’'s random-coded messages semantics

Assume a list of codes ¢y, - - , ¢, and the chance of ¢; being
chosen is p;

m chooses a code at random , uses the code to encode a
message, and then sends us the result

m decode the encoded message using each of the codes and
find that this always produces a message of the form “the
truth is in A" for some non-empty subset A

Let A; denote the subset we get when we decode using ¢;, and
set m(A)=>{pi:1<i<n A = A} foreach AC Q. The
number m(A) is the sum of the chances for those codes that
indicate A was the true message; it is, in a sense, the total
chance that the true message was A.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

SLDP : LDP w.r.t. Shafer’ Semantics

For an evidential privacy mechanism @, let

rSQ = maXX7X16X7Egy:g((i)) and eg = /n(rsQ)

Definition

For any € > 0, the mechanism Q@ is called e-/ocally differential
private according to Shafer (e-SLDP for short) if —e < eg <e.

And eg is called the privacy loss of @ according to Shafer and
€ is a privacy budget.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions An Evidential Framwork for Differential Privacy Differential Priv

Composition and Processing

If we have several building blocks for designing differentially
private algorithms, it is important to understand how we can
combine them to design more sophisticated algorithms.

Lemma \

(Composition) Let Q1 be an €;-SLDP evidential privacy
mechanism from X to Y, and Q> be an e5-SLDP evidential
privacy mechanisms from X to Y,. Then their combination

Q12 defined by Q1 2(x) = (Q1(x), Qx(x)) is €1 + €2-SLDP.

Lemma \

(Post-processing) Let Q be an e-SLDP mechanism from X to
Y and f is a randomized algorithm from Y to another finite
alphabet set Z. Then f o Q is an e-SLDP mechanism from X
to Z.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Hypothesis-Testing Framwork for SLDP

Hypothesis-Testing Interpretation

From an attacker’s perspective, the privacy requirement can
be formalized as:

Ho: the underlying dataset is x vs. H;: the underlying is x’.

PQ = {pr € A(Y) : pr > bel®}
P = {prc A(Y) : pr > bel9}.
m type | error ay = sup,, cpeEp ()
m type |l error By =1 — infprePQ,Epr(¢)
m A test ¢ is called a levela mxinimax test if
¢ = argmin{By : ap, < at}.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Trade-off between Type | and Il Errors in SLDP

Theorem
The following two statements are equivalent:
Q is e-SLDP;
If type | error oy, € [I, L], then type Il error
By € [u(L), U(I)] where
u(a) := max{e (1 — a),1 — ae} and
U(a) := min{e‘(1 — a),1 — ae }.

Zhou : Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Discrete Distribution Estimation Problem

Assume that
m Xi, -, X, are drawn i.i.d. according to 7

m A privacy mechanism @ is then applied independently to
each sample X; to produce Y" = (Yy;---,Y,).

Our goal is to estimate the distribution vector 7 from Y”
within a certain privacy budget requirement.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions ~ An Evidential Framwork for Differential Privacy Differential Priv

Trade-off Between Privacy and Utility for SLDP

Theorem

Var(7t|Ny+ Ny #0) = 1p)2 [rp+(1—m)q][rq+(1—7)p]A =
[—(r—3)+3 (p+q)2]A where A= 3" n,cn o
() (L —@q3)"™ "’3q3 :

e(p, q)

p+q=1

v(p.q)

Figure: The trade-off in Shafer's semantics

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions  An Evidential Framwork for Differential Privacy Differential Priv

LDP according to Walley

For an evidential privacy mechanism @, let

w __ prx(E)
rQ = MaXprep, opricP,, 8 P (E)° And the logarithm

GZ)V = /n(rQ ) quantifies the privacy loss of the privacy
mechanism @ in Walley's semantics of imprecise probabilities.
Definition

For any € > 0, Q is called e-locally differential private
according to Walley (e-WLDP for short) if, —¢ < e <.

And e(‘;)v is called the privacy loss of Q according to Walley and
€ is a privacy budget.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions  An Evidential Framwork for Differential Privacy Differential Priv

Compsoition and Postprocessing

Lemma \

(Composition) Let Q; be an e;-WLDP evidential privacy
mechanism from X to Y; and Q> be an eo-WLDP evidential
privacy mechanisms from X to Y,. Then their combination

QLQ defined by QLQ(X) = (Ql(X), QQ(X)) is €1+ EQ—WLDP.

Lemma |

(Post-processing) Let @ be an e-WLDP mechanism from X to
Y and f is a data-independent randomized algorithm from Y
to another finite alphabet set Z. Then f o Q is an e-WLDP
mechanism from X to Z.

Zhou Belief functions



Background Knowledge Differential Privacy for Belief Functions  An Evidential Framwork for Differential Privacy Differential Priv

Hypothesis-Testing Interpretation

m For the rejection rule ¢, the pessimistic type | and Il are
defined as af}° = supprepbe/QEPr(@ and

By = = SUPpep, QEP,(l — ¢), respectively.

m Also we define the optimistic type | and Il errors as
a¢ = mf,,,epbelQEpr(ng) and 6¢ = mf,,repbe/Q Ep (1 — ¢),
respectively. )

Definition
For the above pessimistic errors, the following function is
called the pessimistic trade-off function'

TP(Q(x), R(x))(a) := inf{BL° : af < a}. For the above
optimistic errors, the following functlon is called the optimistic

trade-off function:

TP(Q(x), QX)) == sup{B;" : o’ < a}

Zhou Belief functions




Background Knowledge Differential Privacy for Belief Functions  An Evidential Framwork for Differential Privacy Differential Priv

Trade-off Between Type | and Il erros for WLDP

Theorem
The following two statements are equivalent:
Q is e-WLDP;
For any o € [0,1], TP¢(Q(x), Q(x"))() > fP¢(ax) and
TP(Q(x), Q(X))(a) < £(a) where
fPe(a) = max{l — ae,0,e (1 — «)} and
foP(a) = min{l — ae™¢, e (1 — a)}.

3

1

Zhou Belief functions



(€ (p,q), v (p, 0))

,,,,,,,,,,,,,,,,,,,,, e

(e, 9),v*(p, 9))

Shafer’s semantics

‘Warner’s model

(€9 (p,0),v° (p,9))

e(p.q)

Figure: Comparison of trade-offs in the two semantics
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Background Knowledge Differential Privacy for Belief Functions

Survey Experiments

An Evidential Framwork for Differential Privacy Differential Priv

We have conducted an online survey to show

m whether our mechanism increase participants’ willingness
to provide private information in survey?

m different levels of willingness to disclose privacy of
different degrees.

Privacy+participation

Utility

Zhou
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Background Knowledge Differential Privacy for Belief Functions  An Evidential Framwork for Differential Privacy Differential Priv

A Simple and Direct Motivation

Our research was motivated by

m In surveys, people may prefer not to response or say ‘I
don't know" to withhold sensitive information which
minimizes the questionable ethical consequences of lying

m Dempster-Shafer theory improves the root concepts of
probabilities “yes” and “no” that sum to one, by
appending a third probability of “don’t know”

m Generally, explore different aspects of uncertainties in
privacy preserving

Zhou Belief functions



An Evidential Framwork for Differential Privacy

Differential Priv

'
u

Atomic form of Evidential Mechanism

Table: Comparison of survey results

2*Questions Warner's Mechanism | Our Mechanism | Undecided
Num Per Num Per Num | Per
Willingness to share | 160 20.81 387 50.33 222 | 28.87
User experience 154 20.03 399 51.89 216 | 28.09
Data utility 226 29.39 310 40.31 233 |30.30

o

o _ ~
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